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ABSTRACT
Confidential virtual machines (CVMs) are increasingly de-
ployed to protect users’ code and data in use against attackers
with hypervisor privileges. Given Arm’s growing adoption,
various implementations have extended commodity hyper-
visors like KVM to support CVMs on Arm. However, none
of these implementations supports live migration, a crucial
virtualization feature. This work presents the first design
of live migration support for Arm-based CVMs. The design
utilizes functionality for migrating regular VMs from com-
modity hypervisors to simplify development efforts while
preserving CVMs’ safety. We extended two KVM-based CVM
implementations for Arm to prototype the design to support
existing live migration approaches from QEMU, including
pre-copy, post-copy, and parallel migration.
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• Security and privacy→ Virtualization and security.
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1 INTRODUCTION
Confidential virtual machines (CVMs) are increasingly de-
ployed to protect users’ code and data in use against attackers
with hypervisor privileges. Given Arm’s growing adoption,
various implementations have been introduced to support
CVMs on Arm-based cloud and mobile environments. Due
to the lack of CVM support from Arm hardware, earlier
work leverages existing features, such as Arm’s virtualiza-
tion extensions (VE) [21, 25, 26] to implement CVMs. Arm
has recently introduced hardware extensions, the Confiden-
tial Compute Architecture (CCA) [11], to support CVMs.
KVM [23] has been extended to support CCA [5].
Live migration of virtual machines refers to transferring

running VMs from one physical server to another without
disrupting their services. To migrate a VM from a source
to a target platform, the hypervisor saves the VM’s execu-
tion states in the VM’s CPU (VCPU) registers, memory, and
devices. Then, the source hypervisor sends the saved states
to the hypervisor on the target server. The target hypervi-
sor allocates resources based on the specifications of the
migrated VM and imports the received states into the VM.
Commodity hypervisors, like KVM, provide various migra-
tion approaches [15, 18, 29] to satisfy performance demands.
Live migration approaches for regular VMs are incom-

patible with CVMs. Hypervisors cannot access CVMs’ un-
encrypted states. On x86, the trusted secure module from
CVM implementations [9, 19] exposes commands [22, 33]
to hypervisors such that the existing live migration mech-
anisms can be retrofitted to use the commands to migrate
CVMs. Others [10, 14, 31] rely on an in-CVM software to sup-
port live migration and address the limitations of the secure
module-based design in functionality and performance [24].
However, the CVM-based design requires a clean-slate im-
plementation of migration mechanisms.
No existing Arm-based CVM implementations support

live migration. This work introduces the first design of live
migration support for Arm-based CVMs based on two obser-
vations. Arm-based CVM implementations include a trusted
secure module to protect CVMs and provide virtualization
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features that require access to protected CVM states. These
modules are software-based and extensible [2, 3, 7] for addi-
tional functionality. Further, current Arm-based implementa-
tions extended commodity hypervisors, like KVM [21, 25–27]
to reduce development efforts. Therefore, instead of adopt-
ing a clean-slate CVM-based approach, our design extends
the CVM’s secure module for Arm to expose live migra-
tion support to hypervisors. The secure module leverages
cryptography and provides a migration API that consists of
commands to export and import encrypted CVM states. The
existing VM live migration mechanisms from hypervisors
like KVM can be repurposed and modified to execute com-
mands for migrating CVMs while maintaining safety. We
ensure the design applies to Arm-based CVMs with different
hardware requirements to facilitate real-world deployment.
We prototyped the proposed design in two KVM-based

CVM implementations for Arm that utilize different hard-
ware features. Specifically, we modified the secure module
from SeKVM [2, 26] and Arm’s CCA architecture [7] to im-
plement the migration commands. Additionally, we extended
KVM and QEMU [13] incorporated by SeKVM and CCA to
invoke these commands. Our prototype supports migrat-
ing CVMs with various approaches from KVM, including
pre-copy [15], post-copy [18], and parallel migration [29].

This work makes the following contributions.

• We introduced the first design for CVM live migration on
Arm. Our secure module-based design simplifies imple-
mentation efforts and facilitates commodity mechanisms.

• We implemented live migration support for CVMs sup-
porting the existing and future Arm hardware with CCA.

2 BACKGROUND
CVMs CVM frameworks rely on a trusted secure module,
i.e., the TCB, to protect the confidentiality and integrity of
CVMs’ CPU and memory states against the untrusted hy-
pervisor. The hypervisor, which could include a full host OS
kernel in its codebase, is delegated with resource allocation
but is deprived of accessing unencrypted data from resources
assigned to CVMs. CVMs take an end-to-end approach to
protect while reusing hypervisors’ I/O virtualization func-
tionality. CVMsmay share their memory with the hypervisor
for paravirtualized I/Os [28].

VE-based CVMs. Due to the lack of hardware support for
CVMs on Arm, earlier works leverage Arm’s virtualization
extensions (VE) [21, 25, 26] and rely on a secure module to
protect CVMs from the untrusted hypervisor. The secure
module runs in Arm’s EL2 mode to deprivilege the hypervi-
sor in a less privileged EL1 mode. The module saves VCPU
registers to a private memory that the hypervisor cannot
access. It leverages Arm’s nested page tables (NPT), stage 2
page tables (S2PTs), which translate Intermediate Physical

Addresses (IPAs) to machine physical addresses, to restrict
the hypervisor’s memory access. It manages S2PTs for each
CVM and the hypervisor. The secure module unmaps CVM’s
private memory from the hypervisor’s S2PT. It grants the
hypervisor access to CVMs’ shared memory.
CCA-based CVMs. Arm recently introduced hardware

extensions called Realm Management Extensions (RME) for
the Confidential Compute Architecture (CCA) [11] to sup-
port CVMs, called Realms. The RME hardware checks each
memory access against a Granule Protection Table (GPT). It
ensures that the hypervisor cannot access a 4KB page (gran-
ule) delegated to Realms. Arm CCA incorporates a trusted
secure module, Realm Management Monitor (RMM). The
RMM interposes Realm enters/exits and saves the Realm’s
CPU execution context in a Realm Execution Context (REC)
stored in a Realm’s granule. The RMM exposes a Realm Man-
agement Interface (RMI) to the hypervisor to manage and
create Realms, delegating a granule to a Realm, and mapping
a granule to a Realm’s S2PT called the Realm Translation
Table (RTT). CCA divides Realm’s IPAs into a protected and
unprotected region, the later can be used for paravirtualized
I/Os. CCA could optionally encrypt Realms’s memory at
runtime using a per-Realm secret key.
Live Migration of Virtual Machines. Commodity hy-

pervisors like KVM incorporate a user space Virtual Machine
Monitors (VMM), such as QEMU, to support VM live migra-
tion. The primary source of overhead of live migration is the
transfer of VM memory. A naive migration approach that
pauses the VM and transfers all its states could result in long
VM downtime, i.e., the time when the VM is unresponsive.

Pre-copy [15] first migrates all CVM’s memory and then
dirty pages in subsequent iterations. Pre-copy pauses the
source VM when the number of dirty pages in an iteration
converges within a set threshold. The hypervisor then trans-
fers the VM’s dirty pages and remaining states to the target
to resume the VM. Parallel migration [29], such as QEMU’s
MultiFD [4], leverages multi-threading to speed up dirty
page transfers in pre-copy to optimize the throughput of pre-
copy. To support MultiFD, QEMU spawns sending threads
that run in parallel at the source to transfer dirty pages to
respective receiving threads at the target. Post-copy [18] aims
to reduce the migration downtime from pre-copy. Post-copy
pauses the source VM when migration begins then transfers
all VM states except memory to resume the VM at the tar-
get. It migrates memory states on demand from the source
upon NPT faults of the target VM. To support post-copy,
QEMU creates a monitor thread that requests the faulting
page’s contents from the source. The target hypervisor maps
the VM’s NPT to a newly allocated page that contains the
imported contents to address the NPT fault.
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3 THREAT MODEL
We consider attackers who aim to compromise the confiden-
tiality and integrity of a CVM’s states, encompassing its code
and data stored in private memory or CPU registers. The at-
tacker could exploit bugs from the hypervisor or VMMs, such
as QEMU, on the host to obtain privileges to compromise
CVMs. We assume the attacker does not have physical ac-
cess to the machine hosting CVMs;, physical attacks [17] are
excluded from the threat model. Attacks against availability
and side-channel attacks are out of scope.

4 DESIGN
We discuss the requirements our design intends to achieve.
Next, we introduce the concrete design and the API exposed
to support live migration of Arm-based CVMs.
R1: Support live migration approaches from com-

modity hypervisors. Current Arm-based CVM implemen-
tations extend commodity hypervisors like KVM. To simplify
implementation and maintenance efforts, our design should
leverage the live migration functionalities provided by these
hypervisors and ensure seamless integration and operation.
For instance, the API should support write protection of
CVMs’ memory access required by pre-copy to track dirty
pages.

R2: Preserve the safety of CVMs. The design should re-
tain the confidentiality and integrity of CVMs while relying
on hypervisors’ migration functionalities. It should prevent
the leakage of CVM secrets during state export and the tam-
pering of migrated states. In addition, the design should
ensure the integrity of the CVM’s configuration metadata,
including page sharing and mapping information.

R3: Achieve compatibility withArmCVM implemen-
tations. The design should apply to CVMs with different
hardware requirements. As of the date of writing, no existing
Arm hardware implements CCA. The design must be com-
patible with VE-based CVMs that support the current Arm
hardware. It should also support CCA and ensure backward
compatibility when hardware becomes available.

4.1 Extending CVM Implementations
We propose to extend the secure module of Arm-based CVMs
to expose live migration API commands listed in Table 1. We
ensure the API supports hypervisors that host Arm-based
CVMs, such that the hypervisors’ live migration approaches
for regular VMs can retrofitted with modest effort (R1) to
invoke the commands to migrate CVMs while retaining their
safety (R2) throughout the migration process. To achieve
(R3), our design supports CCA and VE-based CVMs.

To incorporate the proposed migration design, the secure
module should be extended with the support of Authenti-
cated Encryption (AE). The securemodule uses AE to encrypt

the VM states exported to an untrusted hypervisor while pro-
tecting their integrity. For example, cryptographic schemes
such as AES-GCM [16] could be adopted to export encrypted
CVM states and a respective message authentication code
(MAC). Both are sent to the target platform for imports and
consumed for decryption. AES-GCM detects tampering if
the MAC does not match the supplied ciphertext.

4.2 Live Migration API

Table 1: CVM Live Migration API Commands

API Commands Description
MigStart & MigTerm MigStart to create a migration session.

MigTerm terminates a migration session.
MigTransKeyGen The src and dest make MigTransKeyGen

to establish a shared migration transport key,
TPK, using Diffie-Hellman.

MigSessionKeyGen The src usesMigSessionKeyGen to create
a per migration session key, MSK. The com-
mand encrypts the MSK with the TPK and
returns the ciphertext.

MigKeyImpt The dest callsMigKeyImpt to decrypt the
encrypted MSK sent from the src using the
TPK and import the MSK.

ExptVCPU/ImptVCPU ExptVCPU exports the encrypted VCPU
states from the CVM. ImptVCPU imports
the encrypted VCPU states to the CVM.

ExptMem/ImptMem ExptMem exports the encrypted contents
from a CVM’s memory page. ImptMem im-
ports the migrated contents to a CVM’s mem-
ory page.

ExptMeta/ImptMeta ExptMeta exports the encrypted Metadata
of the CVM. ImptMeta imports the en-
crypted Metadata for the CVM.

WProtM/UnProtM WProtM enables write protection of a
CVM’s memory page. UnProtM cancels the
write protection of a CVM’s memory page.

ZeroPage ZeroPage returns true if a given CVM’s
memory page is a zero page; returns false
if otherwise.

4.2.1 Migration Setup. Since our design leverages an AE
scheme like AES-GCM to protect state transfers, both migra-
tion sites should use a shared secret key in a CVM’smigration
process. The source and target platforms could employ Diffie-
Hellman exchange to establish a shared transport-protection
symmetric key (TPK) and then use the key to protect a per mi-
gration session key (MSK). TheMSK is used in the migration
session to protect the CVM’s states and metadata. An elliptic-
curve public-private key pair could be generated statically
for each CVMplatform to support Diffie-Hellman. Each party
must acquire the other party’s public key before executing
the protocol to derive a shared TPK. For CCA-based CVMs
with encrypted runtime states, our design does not migrate
the per-CVM key across sites to simplify key management.
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Instead, the target platform must generate a new per-CVM
key for the migrated VM. Our design provides the MigStart
command for the source and destination hypervisors to start
a migration session. Both sites then use MigTransKeyGen
to create a shared TPK. The source then makes MigSession-
KeyGen. The secure module returns a MSK encrypted by
TPK and a MAC that the source hypervisor sends to the tar-
get. The target hypervisor makesMigKeyImpt to validate
the integrity of the MSK and import the key to the platform.
The MSK is used throughout the migration session.

4.2.2 Export/Import Commands. The migration API exposes
commands to export and import encrypted CVM states in
VCPU and memory, and metadata. Since CVMs assume end-
to-end I/O protection, our design tasks the hypervisor to
migrate CVM’s I/O devices. The export commands (those
start with Expt in Table 1) use the CVM’s MSK to encrypt
CVM states/metadata and produce the respective MAC. The
import commands (those start with Impt in Table 1) take
the exported ciphertext and MAC as input and verify the
integrity of the migrated contents. If the verification fails, it
implies that the ciphertext has been corrupted, in which case
the secure module rejects the import; otherwise, it decrypts
the ciphertext using the MSK and imports the contents to
the migrated CVM.
For VE-based CVMs, ExptVCPU encrypts VCPU states

stored in a shadow VCPU structure from the secure module’s
private memory and exports the ciphertext. For CCA, Ex-
ptVCPU outputs the encrypted states from a Realm’s REC
and REC auxiliary granules. The latter includes the VCPU’s
extended features, such as Scalable Vector Extension (SVE)
and Scalable Matrix Extension (SME). ImptVCPU decrypts
and outputs to the structure that the respective CVM’s secure
module uses to store VCPU states.

ExptMem emits a memory page’s contents and attributes;
both are encrypted. The latter is stored in a memaux field in
the exported contents. ImptMem command decrypts and
unfolds memaux and restores the attributes for the migrated
CVM. For VE-based CVMs, ImptMem stores the imported
states to a CVM’s private page (a page that is unmapped
from the hypervisor’s S2PT). For CCA, ImptMem emits the
resulting memory states to a granule that the hypervisor
allocates and delegates to the Realm. If memory encryption
is effective for a Realm, ExptMem first decrypts memory
using the Realm’s secret key and encrypts the plaintext using
the MSK ; ImptMem decrypts the ciphertext using the MSK
then re-encrypts it with the target Realm’s secret key.
The migration API protects associated attributes of the

migrated source CVM pages. The attributes include the IPA
that maps to the migrated page, the attribute bits of the IPA’s
respective S2PT/RTT entry, and the page’s current sharing
status. The secure module must ensure that the IPAs of the

target CVM map to a page containing the same IPA contents
at the source to prevent remap attacks. The S2PT/RTT entry
for a respective IPA should use the attributes from memaux

that specify the memory access attribute and permission.
For CCA, the extended RMM should additionally restore the
Realm IPA State (RIPAS) to the RTT entries. For VE-based
CVMs, the secure module manages in-memory metadata to
track the CVM’s memory-sharing status. ExptMem pop-
ulates the sharing information into memaux and ImptMem
performs vice-versa. On Arm CCA, Realms allocate shared
pages from the unprotected area of its IPA space. ExptMem
and ImptMem identify a page’s sharing status by its IPA.
A CVM’s per memory page metadata can be migrated in

memaux. Additional configuration metadata that the secure
modulemanages for each CVMcan be exported and imported
via ExptMeta and ImptMeta. For CCA, the secure module
migrates metadata attributes stored in the Realm Descriptor
(RD), such as a Realm’s RTT and SIMD configuration.

MigStart

MigStart

MigTransKeyGen

MigTransKeyGen

MigSessionKeyGen

MigKeyImpt

ExptMeta

ImptMeta

ExptVCPU

ImptVCPU

MigTerm

MigTerm
Precopy 

InterationWProtM

UnProtM

ImptMem

ExptMem ZeroPage

TargetSource

MSK

Figure 1: CVM live migration with Pre-copy

4.2.3 Support Live Migration Approaches. We discuss ex-
tending KVM and QEMU to use the proposed migration
commands to support CVM live migration. Figure 1 demon-
strates the command invocation for pre-copy migration. The
source and target platforms use migration commands to cre-
ate a shared MSK before transferring metadata. Here, we
assume the metadata remains static after CVM creation. To
support pre-copy, QEMU is extended to make ExptMem
to export CVM’s dirty pages and ImptMem to import the
migrated memory. Since KVM cannot update CVM’s S2PT or
RTT to write-protect mappings, it invokesWProtM to track
dirty pages. KVM uses UnProtM to disable write protection
when the tracking completes. We provide the ZeroPage com-
mand to hypervisors to identify zero pages that require no
migration. When pre-copy pauses the source VM, the source
hypervisor makes ExptVCPU and sends the exported VCPU
states for the target to import via ImptVCPU.

MultiFD reuses the changes for pre-copy to exchange keys
and migrate CVMs’ CPU states and metadata. QEMU’s mech-
anisms to dispatch dirty pages to sending threads are also
unmodified. Developers have to extend QEMU’s sending
thread to use ExptMem to export the encrypted contents of
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the dirty page to a per-sender buffer and the receiving thread
to import the encrypted contents with ImptMem. Post-copy
can also reuse the changes for migrating non-memory states.
QEMU invokes ExptMem at the request from the monitor
thread to export source CVM’s memory states. The monitor
thread invokes ImptMem to import the received states.

5 IMPLEMENTATION
Based on the proposed design, we have extended the secure
module in a VE and CCA-based CVM implementation. We
extended SeKVM [26]’s trusted hypervisor core for the VE-
based implementation and the RMM in Arm CCA to expose
live migration commands. SeKVM and Arm CCA incorpo-
rate an untrusted KVM to host CVMs and provide essential
virtualization features. Our implementation utilizes KVM
and QEMU’s comprehensive live migration support for Arm-
based CVMs.
VE-based CVMs. We extended SeKVM based on KVM

in Linux 4.18 and QEMU 3.0 from the opened source arti-
fact [2]. We added 1,103 LOC to SeKVM to its trusted core
and the host Linux kernel. In addition, we ported SeKVM’s
QEMU patch to QEMU 4.2.1 and added 321 LOC to support
CVM live migration. We ported an AES implementation [1]
to SeKVM. We extended SeKVM’s trusted core to use AES
to implement the export and import commands for CVM
VCPU and memory, which use AES to encrypt and decrypt
VM states, respectively. SeKVM requires no metadata ex-
port/import. SeKVM uses an access control-based approach.
It does not encrypt CVM memory at runtime. Additionally,
we extended SeKVM to make WProtM and UnProtM, and
QEMU to invoke ZeroPage. SeKVM exposes hypercalls for
each of themigration commands.We extended the host Linux
to wrap hypercalls as ioctls. We modified QEMU to make
the exposed ioctls. The current SeKVM prototype supports
pre-copy, MultiFD, and post-copy migration.
CCA-based CVMs.We modified the RMM [7] (tf-rmm-

v0.4.0) to expose the migration commands via RMIs. The
RMM provides export and import commands for VCPU,
memory, and per-Realm metadata. The RMM updates the
CVM’s RTT to enable and disable write protection for CVM
memory within a given range to support the WProtM and
UnProtM commands. The RMM performs TLB maintenance
to ensure the RTT updates are effective.We added 406 LOC to
the RMM.Wemodified CCA-KVM [5], the KVM implementa-
tion for Arm CCA, to wrap the RMIs for export and import
commands into ioctls so that QEMU can issue them as a
system call. In total, we added 311 LOC to CCA-KVM. CCA-
KVM usesWProtM to track dirty pages and uses UnProtM
to resolve write faults caused by dirty page tracking. The
current KVM implementation for CCA does not support cre-
ating Realms via QEMU. We ported the patch for Arm CCA

from QEMU-CCA [6] to QEMU v8.2. We extended QEMU
v8.2 with 532 LOC to support Realms and live migration.
The current CCA-based prototype supports live migration
of Linux-based Realms with pre-copy and post-copy on the
same host. Since no Arm hardware with CCA support is
available, we tested the current implementation on Arm’s
FVP for CCA (FVP_Base_RevC-2xAEMvA) and ensured it de-
livers the intended functionality. We discuss the limitations
of our prototype in Section 8.
While implementing the CCA prototype, we resolved in-

compatibility issues in the RMM and KVM. For RMM, due
to dirty page logging, our prototype results in Realm exits
caused by Realms writing to read-only pages. The current
RMM implementation acquires the last level RTT table lock
when examining memory abort type; it does not release the
RTT lock before transferring control to KVM, causing a dead-
lock in KVM’s subsequent call to UnProtM, which requires
locking the same RTT, to update the RTT and resolve write-
fault. To address the issue, we modified the RMM to release
the RTT lock before switching back to KVM. In the post-copy
scenario, a Realm might execute code from unmapped mem-
ory, causing an instruction abort that transfers to CCA-KVM.
However, CCA-KVM currently does not handle instruction
aborts for Realms. We extended CCA-KVM to handle the
abort and support post-copy. Furthermore, we adapted CCA-
KVM’s existing fault-handling logic to utilize ImptMem for
importing migrated memory states into the Realm.

6 PERFORMANCE EVALUATION
The FVP simulator that our CCA prototype supports does
not report correct timing information. Therefore, we report
the live migration performance of our SeKVM-based proto-
type and KVM on the HP Moonshot m400 Arm server [8]
to measure the impact of the cryptography-based approach.
Each VM and CVM has 4 VCPUs, 1GB RAM, a virtio net-
work device using VHOST, and virtual disk storage with
the cache=none setting. On KVM, the VM ran the mainline
Linux 4.18; on SeKVM the CVM ran Linux 4.18 with an en-
lightened virtio drive, both with Ubuntu 18.04. The virtual
disk was shared via NFS across sites. We evaluated a CVM
running two benchmarks: Idle VM and Apache. We ran the
Apache v2.4.41 server in the VM to host its default web page.
Linux’s stress command runs in the background to generate
memory pressure. The client runs the ApacheBench [30]
v2.3 on another m400 machine to request the server in 100
concurrent connections.
Table 2 shows the average performance of SeKVM and

KVM using three settings: pre-copy, post-copy, and MultiFD
with 8 threads. The results are an average of 10 runs. We
report two key metrics reported from the source QEMU:
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• Total time (Total): the total time taken to complete the
migration process.

• Downtime (Down): the time spent when the VM is paused.

Table 2: Livemigration performance - SeKVMandKVM

Benchmark Time: ms

pre-copy MultiFD-8 post-copy

Down Total Down Total Down Total

Idle SeKVM 28.8 32205.7 29.1 5808.0 27.6 31668.8
KVM Arm 23.0 848.0 20.2 600.4 23.7 1097.3

Apache SeKVM 22341.9 95027.4 3047.0 23744.6 32.2 55231.6
KVM Arm 368.5 1618.2 215.4 1177.3 24.2 1763.2

Table 2 shows that live migration of CVMs on SeKVM
performs significantly worse than VMs on KVM. During pre-
copy, a given page may be exported and imported multiple
times. Cryptography operations involved in the process incur
significant performance overhead. Future implementations
could leverage hardware cryptography to enhance perfor-
mance. The overhead of live migration became much higher
in Apache than in Idle VM due to a larger working set. In
our prototype, MultiFD performs cryptographic operations
in SeKVM concurrently on different processors. It resulted
in significant improvements in total time and downtime in
Apache over pre-copy. Compared to pre-copy and MultiFD,
post-copy reduced the downtime significantly in Apache for
CVMs by avoiding cryptographic operations in migrating
dirty pages after the VM is paused. QEMU’s post-copy imple-
mentation relies on a single thread to migrate VM memory,
resulting in a longer total time than MultiFD.

7 RELATEDWORK
CVM Live Migration. AMD SEV provides hardware ex-

tensions to encrypt CVM memory (SEV) and VCPU states
(SEV-ES) and protect the integrity of CVM memory and
NPT (SEV-SNP). SEV adopts a secure module-based design.
SEV’s secure firmware exposes commands to hypervisors
to implement live migration of CVMs with SEV and SEV-ES
protection, but not SEV-SNP. AMD has extended KVM [22]
and QEMU to support pre-copy. Unlike our design, SEV does
not ensure the integrity of the migrated CVM states. Further,
SEV cannot support parallel migration and post-copy [24].

Alternative CVM-based design [10, 14, 31] has been intro-
duced to address the limitations of SEV. These works rely on
a separate CVM [10, 31] or an in-CVM Service Module [14]
to provide migration service to the hypervisor or perform
self-migration. The design aims to offload migration oper-
ations from the closed-source SEV firmware to provide en-
hanced performance and support migrating SEV-SNP-based
CVMs. Compared to our design, the CVM-based design re-
quires additional resources allocated to the special CVM and

SVSM. Further, these approaches reinvent a new interface
(e.g., upcalls) to use migration functionalities, complicating
hypervisor and CVM communication; our design reuses the
hypercall or RMI interface. Finally, self-migration requires
new migration mechanisms, limiting portability.

Intel TDX adopts a hybrid CVM-based approach. It incor-
porates a special CVM, MigTD, to enforce migration policy
and create migration sessions while delegating function-
alities requiring access to CVM states, including exposing
migration commands, to the secure TDX module. Like our
design, TDX also leverages authenticated encryption to pro-
tect CVM state exports and imports. VirTee [32] proposed
a new framework for the live migration of RISC-V-based
CVMs. In contrast to our design, VirTee takes a clean-slate
approach. It relies on a privileged TCB (Enclave Monitor)
in the CVM to do all migration jobs, including transferring
data. VirTee is incompatible with hypervisors like KVM and
thus cannot leverage existing migration approaches.

8 CONCLUSION AND FUTUREWORK
This paper introduced a design for the live migration of
Arm-based CVMs for CCA and non-CCA-based implemen-
tations. The design aims to reuse commodity live migration
features to simplify development efforts. We demonstrated
the design’s applicability and effectiveness to Arm-based
CVM implementations to support various KVM’s existing
live migration approaches and evaluated their performance.

FutureWork.We aim to address the following limitations
in the future. Unlike SeKVM, the RMM does not support AES;
RMM’s export and import commands thus operate on plain-
text. Further, neither SeKVM nor CCA prototypes support
authenticated encryption or the Setupmigration commands.
For SeKVM, we statically assign a MSK for each migration
session. In addition, we plan to extend the CCA prototype to
support parallel migration in the future. Service providers
may abort an active live migration session when detecting
errors. We could add a new abort command to our design to
prevent the hypervisor from resuming the CVM on the tar-
get. Further, our design could be extended to migrate CVM’s
SMMU [12] (Arm’s IOMMU) configurations. The pre-copy
approach can cause a CVM crash if a malicious hypervisor
imports outdated page versions. To mitigate this issue, we
can track page versions like previous work [20] and ensure
only the most recent page version are imported to CVMs.
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